DNP3 Protocol Tester
Release 2.3.27
May 11,2022

www.cdoancal.com



TPILB



Contents

INEFOAUCTION ...ttt ettt et e b e e e bt e bt e e bt e e b b e e bt e e s ab e e bt e e sabe e ae e e sabeeaabeesabeenbeeesabeesnseesaneennneenas 1
FRATUIES . e e e e e b et e e e et e e s a e s e e e s e a e e e e e e 1
[0 7] 1 4T o TP OSSPSR PROPPTOPPOSPRN 3
(Lol =T 0T o= PSP U P PT PP PPRTROTP 3
V=] o U PP 4
][ TP USSPV POPPTOPRORORN 4
YL PP 6
COMMUINICATION L.ttt et e et e e st e e s be e e s e s b e e e s e b e et e s ba e e e s s b e e e s eabae e e smaneessabaeeseannesesnnes 6
L T4 Te To PP P TSP OPRTOPRPPI 7
)0 N 7
VIBWWS ettt ee ettt e ettt et e e e e ettt et e e e e e b b ettt et e e e e ahat et eeeeeaaahataaeeeeeeaataeeeeeeeaaabateeeeeeeaanbataeaeeeeeaabataeeeeeesennnrraaeas 8
L6o] o1 1= S P T T ETO P T PP T ST PR T PPRPPOPN 8
B = T T = PP 10
GENEIAL SEELINGS ...veiiiieetie ettt ettt e b et e sb e e e bt e s bt e e bt e e sbee e bt e e sabe e bt e e sabeesbeeesubeeeneee s beeeaseesbeeenneenas 10
Y (=T Y= o =L PP POT PR PP 11
(0101 253 - Lo T A BT =N [ o T =P PPPPPPPPPPPPPRPIRE 12
o T g CT=T o =T 1T o PP 13
PR =T Yo P AT\ g =3 Mo Yot 14 [ [OOSR 14
Master Station CONFIGUIAtION ........oii it e e et e e e et e e e e tbe e e eeatbeeesbbeeeaataeesensaeeesnteeeaesraeesansens 15
=] o £ TSP PO P PP OPRO PR 15
oo TR T = = o =T PSSR 16
(O] 0 =Y o] o W @oT oV i T={U ] = o USRS 20
Adding and DEIELING POINTS .....uviiiiii ittt e e e e st e e e e e s et ta e e e e e e sesastaaeeeaesesnstaaeaaeeeessssasneaeaaesnn 20
o] Lokl o oY o 1= A =T PSPPI 21
(0o 491 4TV T o Tor=1 1 o] o PP PP 22
STArTING COMIMUNICATION L.ttt aaan 22
ShoWing COMMUNICAtION IMESSAZES ...vviieeurrieeiiieeeeiieeeeeiteeesitteeeasateeesesaeeessseeeasssaeesassesesasseeeesssseesesssseesassnessnsseeen 23
Yol o] @) oA TeY o I (=T [Tl o1V e o 1) SR 23
Display Options (CHECK DOXES) ...c.uuiiiiiiie et e e e et e e e ettt e e e et b e e eeabe e e e ataeeesabbeeeesteeeenenas 23
ComMmMUNICAtION STALISTICS ..viiiiiiiiiiiiiiii et ra e e a e 25
Bt IMIENU 1.ttt e s e s bRt e e et a e e R e R et et r e s an e sen e nreenre e et eneenes 25
e 1T ) B D= - PP T PR PPRR 26
D11 o] - 1Y PRSP 26
Bt IMIENU 1.ttt st h e Rt e e et et R et e R e R et R e r e s en e san e nreenre e et e neeaes 26



LI a1 SRS PUPOPPPR 31
CRANEE EVENTS ....eiieeeeiie ettt ettt ettt ettt ettt e b e e bt bt e e bt e bt e s bt e e bt e s e bt e e bt e e b et e bee s be e e bt e sabeeeseesabeeeaneesabeeeneenanes 33
1T o] =SSR 33

e L1V <] 0 1 [OOSR 33



Introduction

Features
CDOAN-DNP3 is a Windows-based program designed to generate, capture, and test communication with DNP3
protocol devices. Release 2.3.12 on 1-July-2021 supports the following functions:

Media
e  Serial
e TCP/IP

e UDP/IP (options for broadcast only or all messages)
e  Dual-Endpoint

Operational Modes
e Listen on communication between active master and outstation devices
e  QOperate as a master in communication to up to ten outstation devices
e QOperate as one to ten outstations in communication to a master
e Interpret all data messages, correlating interpreted information with message octets
e Solicited and unsolicited operation

Subset Level
e Can constrain outstation operation to subset level 1, 2, 3 specifications
e Can operate as a single-frame response outstation that does not support events
e Orcanremove all subset level restrictions

Transmission Errors
e Ability in inject selected DNP3 protocol errors into message transmission
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DNP3 Protocol Support

DNP3 Protocol Support

Data Link and All
Transport Layer

Functions
Application Data Read, Write, Response, Unsolicited Response
Sl el LSS Counters Freeze, Freeze and Clear, Freeze At Time (broadcast and not)
Controls Select, Operate, Direct (normal and no response)
Time Non-Lan and LAN time sync
Unsolicited Enabled and Disable, Unsolicited Response
File Open, Close, Delete, Read, Write, File Info
Other Assign Class
Object Groups Information Device attributes
Data Analog, Binary, Double, Counters, Frozen Counters (static and
events), Class Data
Control Binary and analog outputs, binary output status, analog output
status
Time Relative time for events, absolute time for synchronization
Other Analog deadbands, File controls

Secure Authentication  Parsed for display only

e DNP3
o Checkboxes to control default DNP3 features (such as request and response variations)
o Configuration control over automatic error generation
e Master Configuration
o Support communication with up to 10 outstations
o Configure messages for transmission
o Set properties such as object group, variation, and qualifier
o Ability to combine multiple requests in a single transmission (such a read analog and binary)
e  Outstation Configuration
o Define point configuration for up to 10 outstations
o Point Modeling: analog and binary value changes, counter “counting”
o Automatic event generation
e Communication Messages
o Shows all master and outstation messages
Correlates interpreted data to message octet values
Complies communication statistics
Save to/restore from text files
Print
o Load files generated by programs from other companies such as PCAP files (and others)
e Point Tabular
o Display of input and output points, showing input data and control actions
o Ability to add point names, binary point state names, and analog engineering units information
o Ability to select point for trending
o Print
e Change Events list of events objects reported from an outstation
e Trend (graph) of data for up to 4 selected points over a 1-hour period
e Ability to undock windows for personalized screen layout

O O O O
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Installation

CDOAN-DNP3 is installed from a single setup file called CDOAN-DNP3-setup.exe. it is digitally signed to CDOAN.
Licensing

CDOAN-DNP3 is licensed is two ways:

License code installed on a PC based on hardware in the PC. This licensing form limits operation to the
specific PC on which the license is installed. These licenses cannot be transferred to another computer.
License code installed on a (customer provided) USB flash drive based on characteristics of that drive.
Most (but not all) USB flash drives contain enough information to store a license file. A license installed on
a USB drive enables operation on any PC in which the USB drive is installed. That is, a USB drive-based
license allows operation on any PC, but only one at a time.

The CDOAN-DNP3 startup screen shows active license information and contains a target to request a license from

CDOAN.

Page 3

If you want a USB flash drive-based license, insert that drive into a USB port before starting this process
Select the Request License target

The application searches for a USB flash drive that contains enough characteristics to store a license. If
one is found, a prompt is issued asking if that drive should be used. If more than one USB drive is inserted,
only the first applicable USB flash drive is presented. Trial licenses cannot be installed on a USB drive, only
permanent licenses can.

Enter all requested data including the license type. A trial, available for free, operates for two-weeks

The resulting license request information is saved to a “txt” file

Email this file to cdoancal@gmail.com

A license “txt” file will be sent by return Email

Restart CDOAN-DNP3 and select the Load License From File target. If the license is to be installed on a
USB flash drive, remove all other flash drives and insert the target drive before loading the license.

May 11, 2022
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Menu

The main menu contains five pull-down lists.

File

Messages File Specify Mame
Load
Enable

Import

Ch\Tempax.cdn
Ch\Temphstatus test.cdn

Save Current Contents

ChCdean'Licenses\jv.cdn

CDOAN Configuration File
e Save and Save-As to save a file
e Open to open any configuration file
e Any file name at the bottom to open one of the most recent three saved files

Print
e The print option allows printing of the Messages, Change Events, or Point Values view.

Communication Messages

Change Events

Point Tabular

Messages File is used to save messages processed in an active communication session and reload them later
e  Specify name
Defines the name of a messages file. Saving can be enabled and disabled from the Communication
Messages view. When enabled, messages are saved to the file name specified

e Load
Loads messages from a previously saved file

e Enable
Toggle to enable or disable CDOAN-DNP3 to write messages to the messages file. Writing is enabled
automatically when a new name is specified. It can be disabled and reenabled here, or from the Save
Messages check-box at the top of the Messages view.
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Import

Page 5

Save Current Contents
Writes contents of the messages view to a CMSG file, the same as if saving was enabled during
communication

Activates an external program, PCAP-TO-CDOAN, that converts files written by programs from other
companies to CDOAN format. A converted file can be loaded via the Messages File/Load option described
above. PCAP-TO-CDOAN is available for free at www.cdoancal.com. Conversion is supported for most
PCAP files (Wireshark), most files created by Triangle Microworks, Inc. Test Harness and DNP
Conformance Tool, as well as several generic binary and text files.

May 11, 2022
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Views
The Views pull-down is used to request a view for display or close an already opened view.

= cooAM

File Edit | Views | Communication Window

Config

DMP3 Parameters

Master Config

Cutstation Config
Comrmunicaticn
Change Events
Point Data

Trend

CDOAN-DNP3 supports eight views. Each is discussed in the Views section.

Views that are:
Closed: are shown without a checkmark to the left. Selecting a closed view causes that view to be opened
Opened:are shown with a checkmark to the left. Selecting an open view causes that view to be closed. An
opened view can be selected from a list of open views at the bottom of the CDOAN-DNP3 window

Communication

® CDOAM

File Edit Views | Communication
Master
Clutstation

Listen

Connect

The Communication pull-down is used to starts active communication in either master or outstation simulation
mode, or listening, and to stop an active communication session.
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Window

The Window controls screen layout of open windows.

® CDOAM

File Edit Views Communication | Window

Tile

Cascade

Undock  » | Master Config
Dock Outstation Config

Communication
Change Events
Point Data
Trend

Tile Tiles all active “Docked” views. As many as four views can be tiled. When more than four views
are open and docked, the Tile commands reverts to Cascade
Cascade Cascades all active “Docked” views

Undock and Dock
Views are initially shown docked within the larger encompassing CDOAN program window. They
can be moved and resized within that window only. Most views can be undocked. An undocked
view is allowed to float and move anywhere in the computer monitor (or monitors) area.
Undocked views can be re-docked.

Stop

A sixth Stop tollbar target appears when, and only when communication is active.

= cDOAM

| File Edit Views Communication Window eIy

Selecting this Stop menu target causes communication to stop. It is identical to selecting Stop from the
Communication pull-down menu.
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Views
This section discusses each of CDOAN-DNP3’s seven views.

Config

The Config view supports entry of general operational parameters and license information.

adl = ==
Communication Media IP Address Networ Port Font Point Size
Serial TCP (UDP broadcast
() TCP Only () Dual Endpairt

(O UDP Only (® TCP and UDP Outstation 192.168.0.100

Most Recently Loaded Configuration File C:A\Tempreset link.cdn Configure Sample Master
Most Recently Loaded Comm Messages File Configure Sample Outstation
Date/Time Range when Loading a Messages File Start Time: |3D"JU|" 2021 12:04:58 B~ | [ Apply Start Time Fitter
End Time |3D—Jun -2021 12:04:58 B~ | ] Apply End Time Fitter

Revision History

License valid until Saturday, June 1, 2171. Enabled: DNP3 Master Station Test Procedures

System Code Used For License Save Manually Entered License

License Codes [3roB8937 | [sFoF1CFB | [sFABDFFT | |cesFsBen | |70-DE-F3-57-7a-44 Load License From File

Release 2.3.12, 1-July-2021 Metwork Infarmatian Request License

Communication Mode

Serial Uses serial communication
TCP Only Uses TCP only
UDP Only Uses UDP only

TCP (UDP Broadcast)
e  Master: Sends broadcast requests with UDP; non-broadcast with TCP
e Outstation: Shows all messages received. Responds to TCP messages only

Dual Endpoint Uses TCP, plus
e Master: Listens for a connection; auto configures to the DNP address extracted from the
unsolicited null startup message
e  Qutstation: Must be enabled for unsolicited mode; issues a connection request on startup
TCP and UDP
e  Master: Sends all messages over TCP
e  Qutstation: Sends replies consistent with the request (UDP to UDP, TCP to TCP).
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Master
IP Address Optional master IP address, used only in network listening mode. If provided, only message from
the master or outstation IP addresses will be shown
COM Port The “IP address” column changes to a “COM Port” column for serial protocols. This is the COM
port used to receive messages from, or send messages to, the master
Outstation
IP address Outstation IP address, required for master operation, optional for listening operation
COM Port The “IP address” column changes to a “COM Port” column for serial protocols. This is the COM

port used to receive messages from, or send messages to, the outstations
Network Port  IP port used for network communication
Baud Rate The “Network Port” field changes to a “Baud Rate” field for serial communication

Font Point Size Changes the point size for the Master Config, Outstation Config, Change Events, Trend, and Point
Data views. Point sizes between 8 and 12 are allowed. The default is 9.

Configure Sample Master Creates a sample master station to obtain data from a single outstation. To start running
as a master, select this option and Communication/Master. [Defaults will be set to communicate
to a network outstation on the same processor, such as another copy of CDOAN-DNP3. To
communicate to another device, modify the communicate type and IP address or COM port.]

Configure Sample Outstation Creates a sample outstation with binary, analog, and counter input points, and
binary and analog output points. To start running as an outstation, select this option and
Communication/Outstation.

Date/Time Range Communication messages can be saved to a text file and reloaded at a later date. Start and/or
stop time ranges, if enabled, are used to limit the load process to only a section of a large saved
file. These fields are applied when File/Messages File/Load is selected.

License Code Area The CDOAN-DNP3 license consists of four 8-digit hex values, shown in the screen. A new license
can be entered by filling in the four values and selecting Save Manually. Alternatively, data from
a license file delivered from CDOAN can be loaded by selecting Load license from file.

To request a new license, select the Request License and send the resulting text file created to
cdoancal@gmail.com

Revision History Displays CDOAN-DNP3 release dates and revision history

NOte To get a feeling for CDOAN-DNP3 operations:

e Start one copy of CDOAN-DNP3, select Configure Sample Outstation and
Communication/Outstation

e Start a second copy of CDOAN-DNP3 on the same computer, select
Configure Sample Master and Communication/Master

e You should be up and running
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DNP3 Parameters

adl o @ ][=
~
General Outstation Settings Transmission Errors
Time Base ] Confimn User Data Static Input Objects Events Never Once Always Occasionally
O Local @ UTC ] Unsolicited Zlways Send In With With
i W Flags Class 0 Format Time Enabled Time Class
[ Use Serial Time Sync For LAN and WAN No Appl Con @ o O e}
Keep Alive Timer (0to disable) D Binary 0
N counter | [ @ 16kt O CRC ® (@] Q O
Master Settings
Frozen O O O 32bit O O O ® o o 0
Request Variation/General No Inc SEQ
An A No Pl
Dty OE-®6= smatog | O e O AddiNflags ® O O O
32bit
O Time O Relative Time [ Buffer Oveflow [ Config Comupt [ Device Restart
Qutput [] Analog Status In Group 0 [] Device Trouble [] Local Contral  [[] Need Time
Request Variation/Numeric CObjects Status [ Binary Status In Group 0
® Any O 16bit O 324t ) Float
Output Objects Ignore lINs ® o O @]
i Rllow SBO  Allow Direct Select/Operate Timeout
Source/Destination Addresses P P [ Device Restat  [] Need Time
OMager [0 | 2nalog
[] Send Reset Link At Startup Counter Deadband E‘
Delaybetween Selct and Operats [0_| Cold Restart Time (secs) Andlog Deadband
Broadcast Address
@ FFFF O FFFE O FFFD Subset Level Compliance File Read/Writte Location
® NoRestrictions (O Level1 (O Level2 (O Level3 O Single Frame C:\Users\jackv_000\Documerts
v
< >

This view is used to set DNP3 protocol options. It is divided into four sections:
e Settings applicable when running in master simulation mode
e Settings applicable when running in outstation simulation mode
e  Settings applicable in both modes
e  Settings to generate transmission errors

General Settings
Time Base

Can either be UTC or local time. The time base is used in all event generation, and to format the clock
shown in the upper right corner of the program window.

Confirm User Data
If checked, all user data messages are transmitted using confirmed user data
If not checked, all user data messages are transmitted using unconfirmed user data

Use Serial Time Sync For LAN and WAN

Time synchronization commands sent over a network normally use the LAN model starting with “Record
Current Time”. If this option is checked, network time synchronization commands use the serial model
starting with “Delay Measurement”. The serial model is always used for serial communication.

Keep Alive Timer

Time, in seconds, to transmit a keep alive message, defined as a Request Link Status. If 0, a Request Link
Status is not sent unless otherwise configured. If non-zero, it defines a time, in seconds:

Outstation Mode
A Request Link Status message is sent whenever no message is received from the master in the
specified time. The Request Link Status message is sent to the master DNP address entered under the
Master Settings area on this view. For network operations, the Request Link Status message is not
sent unless there is an active TCP connection.
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Master Mode
A Request Link Status message is sent to any configured outstation whenever no message is received
from it in the specified time. A user configured Request Link Status message (in the normal set of
messages to be sent) overrides this keep alive message. That is, if the user has configured logic for
transmission of a Request Link Status message, the program will not override that logic.

Connect Mode
Keep alive logic is not activated if master mode was started by selection Communication/Connect.

Master Settings
Selecting any option here propagates the selection as the default for all messages in the Master Config view.

Request/Variation General Defines a preference in variations to be used for object group reads.

Any No preference (use variation 0, Any)

Flags Use a specific variation that includes reporting of flags
No Flags Use a specific variation that excludes reporting of flags
Time Use a variation that requests time, when applicable

Relative Time Use a variation that requests relative time for binary events, and normal time for other
applicable events

Request/Variation Numeric Objects Defines a preference in variations to be used when reading object groups
used to report numeric values

Any No preference (use variation 0, Any)

16-bit Request 16-bit values

32-bit Request 32-bit values

Float Request floating point values, when applicable

Source/Destination Addresses
Of Master Address of master. Source address in messages sent in master simulation mode
Of Outstation Address of outstation. Default destination address in messages sent in master simulation mode

Delay Between Select and Operate
Imposes a delay of 0 to 9 seconds between issuing the select and operate portions of a binary or analog command

Broadcast Addresses
Defines what address is used when a broadcast message is sent.
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Outstation Settings
Input Objects

Static
Always with Flags
e If checked, a point’s data value is always sent using a variation with flags
e If not checked, a data value is sent using a variation without flags if the point is in a normal state (online
and no other flags set). The point value is sent using a variation with flags under any other condition.

Send in Class 0
e Includes points in the object group in class 0 responses

Format
e Numeric format variation for reporting analog and counters

With Time
e Use a variation with time for reporting static values (application for frozen counters only)

Output Status
e  Options to include analog and binary output status points in a response to a class 0 poll

Events
Enabled
e Generate events for the associated object type

With Time
e  Use a variation with time for reporting events

Class
e Class used for reporting events of this type

Output Objects
Allow SBO
e Allow SBO commands

Allow SBO
e Allow Direct Operate commands

Select/Operate Timeout
e The operate portion of an SBO sequence is rejected if the difference between reception of the select and
the output command exceeds the time specified

Other
Send Reset Link at Startup
e If checked, a reset link command is sent (by each configured outstation) as soon as possible after startup.
This may be useful using confirmed user data services. If unchecked, CDOAN-DNP3 still sends a reset link,
if the link has not been previously reset, on reception of a message using confirmed user data services

Cold Restart Time (secs)
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e Defines time, in seconds, required to process a Cold Restart command. The outstation will not respond to
requests during this time

Counter Deadband
e Deadband for reporting [non-frozen] counter events. A value of 0 disables events based on value change

Analog Deadband
e Deadband for reporting analog change events

Subset Level Compliance
No Restrictions
Introduces no communication restrictions to meet requirements of any subset level

Level 1
Responds only to requests included in subset level 1, specifically, a level 1 outstation does not:
e Respond to polls for specific object groups
e Support frozen counters nor freeze operations
e Generate analog events with time
e Support assign class commands

Level 2

Removes restrictions imposed for subset level 1. A subset level 2 outstation will:
e Respond to polls for specific object groups specifying variation 0 and qualifier 6 (all)
e Respond to polls for binary input events specifying any valid variation 0 and qualifier 6 (all)
e Support frozen counters but not frozen counter events

Level 3
Removes restrictions imposed for subset level 2. A subset level 3 outstation will:
e Respond to polls for specific object groups specifying any valid variation
e Respond to polls for specific object groups specifying the all qualifier (6) or a start/stop qualifier (0 or 1)
Support frozen counter events
e Support assign class

Single Frame
A single frame response outstation is a very small subset level 1 outstation. It conforms to subset level 1 standards,
but, additionally, does not generate events.

Error Generation
Each error class can be configured to generate the corresponding error condition:
e Never
e Once—The error is generated on the next applicable response. Afterwards, the option is automaté6ically
changed to Never
e Always
e Occasionally — The error to generated at random time, less than 50%

Error types are:
e CRC-generates a CRC error
e No Appl Con — Do not send an application confirm when requested
e No Inc SEQ - Do not increment the application sequence number for new requests
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Add IIN Flags — In outstation simulation mode, sets additional internal indication flags. This option cannot
be used to “unset” flags that would normally be set based on the state of communication and the
outstation. Select the additional flags you want to set first, and then select “Always”, Once”, or
“Occasionally”.

File Read/Write Location
File operations supported include:

Open
Delete
Read
Write

Get status

Files are read from and written to the specified folder. Please note that, for outstation operations, file operations
are only supported if the No Restrictions box is checked under Subset Compliance. File operations are not part of
subset levels 1, 2, or 3.

Page 14
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Master Station Configuration

This view supports configuration of messages to transmit in master simulation mode. CDAON-DNP3 supports
independent communication to up to ten outstations.

CDOAN

File Edit Views Communication Window

o (=@ =]

Type Request Var Dest Peri Frequency  Qualifier Rangt Range Index CROB Agair ~

cass |13 2341Class1230[0 [2 |Periogic |~ [an |5end
CONTROL |Binary SEQ 1-Command Send

Fields

Each row defines one message to send. Multiple messages of the same request type are allowed.

Type General type of message to send, such a Read, Class, and Control

Request Clarification of request within Type, such as Binary SBO or Analog SBO within Control

Var DNP3 variation

Dest Destination (outstation) address

Period Transmission time, in seconds. The first transmission occurs at this time after communication

starts and, if enabled for periodic transmission, at each interval thereafter.

Frequency How often the message is sent
Disabled Never sent
Periodic Sent initially at the time after startup specified in the “period” column, and
periodically thereafter at the same frequency
Once Sent once at the time after startup specified in the “period” column
On Demand Send only on request by the user (See “Again” column description)
Qualifier DNP3 qualifier code
Rangel DNP3 rangel value, as consistent with the qualifier code
Range2 DNP3 range2 value, as consistent with the qualifier code
Index Point index, valid for binary and analog output commands only
CROB Control relay output block type, valid for binary output commands only
Val Value for analog output commands, or

Pulse-on time for binary output commands, or
File name for file read and write commands

Again Any message (except those identified as disabled) is sent when specified by the Frequency field,

and also whenever the Again button is selected. This is useful for (for example) sending control
actions only when requested by the user
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Editing Entries

Entries are created and edited from the Edit pull-down list, or by right-clicking on a row in the grid.

www.cdoancal.com

Release 2.3.27

Analog Static
READ Binary Static
READ Counter Static
READ Frozen Counter Static
READ Frozen Counter Static
CONTR... |Binary SBO
CONTR... |Analog SBO

Change Request
Change Variation
Change Qualifier
Cut

Copy

Paste

Insert After
Insert Before
Link to Prior

3

o [=[@]=]
Type Request Var Dest Per Frequency Qualifier Rang Rang Index CROB Val Agai| ®
READ Analog Static 0-Any 1 0 |Once |~|Al senc
READ Binary Static 0-Any 1 0 |Once |~|Al send
READ Counter Static 0-Any 1 0 Once ~ | All senc
READ Binary Events 0-Any 1 2 |Perio... |~ |Al send
READ Analog Events 0-Any 1 10 |Perio... ~|Al send
1

60 [Perio... > |Al send
60 [Perio... > |Al send
0 |[Once v |Al send
60 [Perio... > |Al send
0 OnD... ~|Pontindex |1 senc
0 On D... ~|Point Index 1 iend

Fields of the edit pull-down menu are:
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Change Request

www.cdoancal.com

Change Request

Cut

Copy

Paste

Insert After
Insert Before
Link to Prior

Change Variation

Data Link

Class

Release 2.3.27

Change Cualifier

Read

Control
Freeze
Time
File
Other

READ Analog Static

READ Binary Static

READ Double Binary Static
READ Counter Static

READ Frozen Counter Static
READ Binary Cutput Status
READ Analog Output Status
READ Analog Events

READ Binary Events

READ Double Binary Events
READ Counter Events

READ Frozen Counter Events
READ Analog Deadbands

READ Device Attributes

Allows for selection of a new request and request type. Selecting a message causes the Type and Request columns

to be filled in appropriately.
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Change Variation
Presents options to enter a variation consistent with the Type and Request. For example, the following choices are
presented for a Read Analog Status request.

READ Analog Static X

® 0: Any

(O 1; Flag_32_bit
() 2; Aag_16_hit
() 3; NoFlag_32_bit
() 4; NoFlag_16_bit
(O 5; FAag_float

Cancel

Change Qualifier
Presents options to enter a qualifier code consistent with the Type and Request. For example, the following
choices are presented for a Read Analog Status request.

READ Analog Static X

® Al

() Start/Stop

Cancel

Cut, Copy, Paste
Has standard meanings and apply to a single operation on the entire row.
e  Cut removes the row and moves it to a clipboard
e Copy moves a copy of the current row to the clipboard
e Paste inserts the item in the clipboard at the current row location, overwriting the row’s current contents

Insert After and Insert Before
Inserts an [Unassigned] entry after or before the current row.

Link To Prior

If the message selected and the message above the selected message are the same type, they can be merged into
a single request. For example, if both messages are “READ” or both are “CONTROL SBO” requests, then they can be
as a single message by linking them. The Link To Prior option appears only if linkage is possible.

For example, consider the following:
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ol n Conf o || =&
Type Request Var Dest  Perio Frequency Qualfier Range Range Index CROB Val Again | *
READ Analog Static O-Any 0 Once ~ | Al Send
AD B 0 Once kg A Send
Change Request
READ Counter Static o 1 60 |Perodic |~ |Al Send
Change Variation

Change Qualifier
Cut

Copy

Paste

Insert After
Insert Before
Link to Prior

Selecting Link To Prior results in:

Type Request Var Dest Perio Frequency Qualifier Range Range Index CROB Val Again | ™
READ Analog Static 0-Arry 1 [i] Once ~ (Al e Send

+ | Binary Static 0-Any 1 0 COnce w ~ Send
READ Counter Static 0-Any 1 60 |Periodic ~ | Al w Send

Note that the two messages are now joined. Sending this will issue a single message to read two objects: Analog
Static and Binary Static. Also, the pull-down list (if requested) now shows as:

Change Request
Change Variation
Change Qualifier
Cut

Copy

Paste

Insert After
Insert Before

Unlink from Prior
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Outstation Configuration

Shows and allows editing of the point data base for outstation simulation mode.

CDOAN

File  Views Communication Window Not Ro 23:42:39 UTC
o maton ===
Adrs Type Index Value Alt. Value Time OnL Rst Lost RFre LFre Chat Dcon Ref QOver ~

_Bmaw ~[o 0 0 0 O lololololo[Oo]O

1 Binary v 0 0 0 | | | | | | | O

1 Binary w2 0 0 0 | | | | | | | O

1 Binary >3 0 0 0 m| m| m| m| m| m| m| O

1 Binary >4 0 0 0 | | | | | | | O

1 Binary ~|5 0 0 0 | | | | | | | O

1 Binary v |6 0 0 0 | | | | | | | O

1 Binary ~|7 0 0 0 [N} [N} [N} [N} [N} [N} [N} O

1 Courter v|o 0 0 0 ] ] O O O ] O O

1 Counter ~|1 0 0 0 O O O O ] 0 0 O

1 Counter ~|2 0 0 0 O O O O ] 0 0 O

1 Counter v|3 0 0 0 0 O O O O O O O

1 Courter v|a 0 0 0 ] ] O O O ] O O

1 Counter ~|5 0 0 0 O O O O ] 0 0 O

1 Counter ~|6 0 0 0 O O O O ] 0 0 O

1 Counter v|7 0 0 0 0 O O O O O O O

1 Analog ~ |0 0 0 0 [N} [N} [N} [N} [N} [N} [N} O

1 Analog > 0 0 0 m| m| m| m| m| m| m| O

1 Analog ~2 0 0 0 | | | | | | | O

1 Analog >3 0 0 0 | | | | | | | O

1 Analog w4 0 0 0 | | | | | | | O

1 Analog ~|5 0 0 0 m| m| m| m| m| m| m| O

1 Analog ~6 0 0 0 | | | | | | | O

1 Analog ~|7 0 0 0 | | | | | | | O

1 Binary Output ~l0 0 0 0 O O O O O O O 0 o«
< >

Config M Master| Outstation

Adding and Deleting Points

Points are added to or deleted from the table by selecting the edit pull-down list or right-clicking a row in the table.

CDOAN

RFre  LFre

Selecting Delete deletes points in all selected rows.

Selecting Add generates the following dialog.
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Add points X

Outstation
Point Count

Point Type

Binary v

2-Bit Binary |
Courter FEI
Analog

Binany Output
Analog Output
|Unagsigned

Enter the outstation address, the number of points to add, and the point type.

e Points are generated starting at index 0 within each point type at each outstation. Additional points are
assigned incrementally increasing indices. There is no way to start point indices at any value other than 0O,
and there is no way to generate “gaps” in the address space. When a point is deleted from the middle
(e.g., deleting point index 5 after creating indices 0 to 10), point indices are re-sequenced before an
outstation simulation session is started.

e Both input and output points must be defined. A control action received for an undefined point results in
an “undefined” control status response.

e Each counter point configures both an active running counter and a frozen counter consistent with the
subset level being simulated. A frozen counter value represents the value of the same running counter
that existed when the freeze operation was processed.

Point Properties

Properties define values and flags to report to the master when the point is polled. Any property may be changed
while communication is active. The new value will be reported and events are generated when applicable.

Value

Alt. Value
Time

Analog Inputs

Binary Inputs

Counter

Flags

Page 21

Value initially associated with the point

Alternate point value

The alternate value is processed at a frequency specified in the time column, in seconds.
“Processing” depends on the point type.

Alternates between alternate and initial values at every time interval. An event is generated if
the difference between the values meets or exceeds the analog reporting deadband (specified in
the DNP3 Protocol Settings View). Only one event per analog input is saved. Each new event
overwrites any prior, non-reported event

Alternates between and alternate and initial values at every time interval. A binary event is
generated if the values differ. Multiple events per point are saved.

Current value is incremented by the alternate values every period. An event is generated when
the accumulated unreported change exceeds the counter deadband value in the DNP3
parameters page. No events based on a value change are reported if the counter event
deadband value is 0.

The state of each point flag. Any change while communication is active generates an event.
Changing an inconsistent flag, such as reference error for a binary input point, has no effect.

The meaning of each flag is shown by mouseover in the flag title line.
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Communication

Starting Communication
Active communication is started when by selecting either Master, Outstation, Listen, or Connect under the
Communication pull-down list.

CDOAN

Communication Iﬂndow
Master
Cutstation
Listen

Connect

Master Starts communication as a master. Messages are transmitted as defined in the Master Config
View.

Outstation Starts communication as a set of 1 to 10 outstations, using point data defined in the Outstation
Config view.

Listen Listens to communication between active masters and outstations. Network listening can be
filtered to specific masters or outstations by entering their IP addresses in the Config view.

Connect An alternative way to start communication as a master. In this mode, CDOAN-DNP3 connects,

but no messages are transmitted initially. Messages are transmitted manually, once for every
time a message’s Again box is checked in the Master Config view.

85l Master Station Configuration [=][@ =]
Request Period Send Qualfier Range1 Range2 Index CROB val Again
Class 1/2/3/0 ~lo Once < \ | | - | agen

&

Other messages may be automatically sent to satisfy requirements for Data Link ACK, Application
confirm, or on detecting the Restart or Need Time internal indication bits.
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Showing Communication Messages

The Communication Messages view displays communication data collected from an active network or serial
communication session, or loaded from a saved messages file. Options at the top of windows control how data is
presented.

CDOAN
File Edit Views Communication Window Communica
w5 Communication Messages [= ==
Scroll Options
@® Scroll () Do Net Scrol Show DL [] Show Appl [] Octet Details [] Black/White [ ] Save Messages [ ] Show Headers Only
MASTER [18-May-2021 18:50:26.045] : Read: Class data Master Data Link
DATA LINK Frame Bytes (27)
05 64 14 C4 01 00 00 OO{AF B9)}CO C1 01 3C 02 06 3C 03 06 3C 04 06 3C 01 06{7A 6F}
Function Length Control Source Destination Master Application
Unconfirmed User Data 20 DIR:1 PRM:1 FCV:0 o 1
FIN:1 FIR:1 SEQ:0
APPLICATION Layer Master Emor
Function Control
Read FIR:1 FIN:1 CON:0 l:l
UNS:0 SEQ:1
Object Variation Oualifier Qutstation Data Link
60:Class data 2:Class 1 0x06:A11
60:Class data 3:Class 2 0x06:A11 Delete All Edit
60:Class data 4:Class 3 0x06:A11 e @ Menu Outstation Application
60:Class data 1:Class 0 0x06:A11
Search

OUTSTATION [18-May-2021 18:50:26.092] : Response: Analog input Next Outstation Emor
DATA LINK Frame Bytes (68)
05 64 37 44 00 00 01 OO{AF D3}FO C1 81 04 00 1E 01 00 00 07 01 54 00 00 OO0 01{02 E7}54 00 00 OO l:l

Scroll Options (radio buttons)

Scroll - Normal scrolling

Do No Scroll - New messages are still added at the bottom of the window, but lines do not scroll. The window

remains focused at the current position. The view can be scrolled manually

Display Options (check boxes)
Show D.L. Shows hex octets (bytes) in each data link frame. CRC security bytes are enclosed in braces “{ }”
and are shown in red when in error.

Show Appl Shows hex octets (bytes) in each application fragment, shown only when a complete fragment is
received, which may require multiple data link frames. Application data omits CRC bytes

Octet Details Data bytes for each interpreted application data item are shown in the margin to the right of the
corresponding description

Black/White Information in the “Active Comm” view can be shown in color, with different colors used for
master and for outstation communication, or in black and white

Save Messages When checked, data written to the “Active Comm” view is also written to a communication
message file. File writing stops when the box is unchecked or when communication stops.

Show Headers Only - When checked, only summary information about each message is shown. This reduces
processor utilization. Most processor time is used updating the screen.

All data processing still occurs and point values are updated on the Point Data view. The only
change with this option set is that data presentation on the Communication view is compressed.

If enabled, the user is given an option (when communication is stopped) to regenerate the
communication view with all messages shown in expanded format.
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Sample Excerpt from Active Comm Data Presentation

Message Time and Type |H -2020 21: .066] FROM OUTSTATI Response: Binary input event and Analog inpt
Data Link Frame Bytes (71)
05 &4 3R 44 02 00 01 0O{53 79}CA C0O 81 OO0 00 02 02 17 03 00 O1 F9 22 DO 8D 70{AS RB]}Ol 0l 01 F9 B
Data Link 22 DO 8D 70 01 02 81 F9 22 DO 8D 70{8D F8}01 1E 02 00 00 04 01 32 FB 01 32 FB 01 32 FB 01{2F A3} CRC Oc‘!ets n .br.aces'
Layer Octets 32 ¥B 01 32 FBIE BE) Shown in red if in error
Function Length Control Source Destination
Data Link Layer ~ Unconfirmed User Data 58 DIR:0 PRM:1 FCV:O 1 2
Transport Layer
Transport Layer  FIN:1 FIR:1 SEQ:10
Application Layer Bytes (52) - CRCs Removed L
Application CO 81 00 00 02 02 17 03 00 01 F9 22 DO 8D 70 01 01 01 F9 22 DO 8D 70 01 02 81 F9 22 DO 3D 70 01 Appllcallon_(}clets
Layer Octets 1E 02 00 00 04 01 32 FB 01 32 FB 01 32 FB 01 32 FB 01 32 FB COTWSPO_"d'"Q to
Function Control Internal Indications Information
Application Header RSSPORSS FIR:1 FIN:1 CON:0 at the left -
UNS:0 SEQ:0 C0 81 00 00
Object Variation Qualifier
1st Object Header 2:Binary input event 2:With time 0x17:List of 3 points 02 02 17 03
Index Value Flags Time
>0 0 Online 28-Feb-2020 09:59:52.825 00 01 F9 22 DO 8D 70 01
1st Object Data > 1 0 Online 28-Feb-2020 09:59:52.825 01 01 F9 22 DO 8D 70 01
> 2 1 Online 28-Feb-2020 09 52.825 02 81 F9 22 DO 8D 70 01
Object Variation Qualifier
2nd Object Header 30:Analog input 2:16 bit with flag 0x00:5tart 0, Stop 4 1E 02 00 00 04
Index Value Flags Index Value Flags
>0 64306 Online > 1 64306 Online 01 32 FB 01 32 FB
2nd Object Data > 2 643086 Online >3 64306 Online 0l 32 FB 01 32 FB
>4 €4306 Online 0l 32 FB
Sample when “Show Headers Only” checked
a5 Communication o || B[
Scroll Options
® Seroll () Do Not Scroll Show D.L. [] Show Appl [] Octet Details [ ] Black/White [ ] Save Messages Show Headers Cnly
2021 19:01 Master Data Link
—--» Transport header:FIN:1 FIR:1 SEQ:0 I:l
60:Class data 2:Class 1 O0x06:A11
60:Class data 3:Class 2 0x06:A11 Master Application
60:Class data 4:Class 3 O0x06:A11
60:Class data 1:Class 0 0x06:A11 I:l
Master Emar
OUTSTATION [18-May-202 9: 51.030] : R« Analeg input
--» Transport header:FIN:1 FIR:1 SEQ:0 I:l
--» Internal Indications: Need Time Restart
30:Analeg input 4:16 bit, No flag 0x00:Start 0, Stop 7 Outstation Data Link
MASTER [18-May-2021 19:01:52.034] : Write: Intermal indications Cl
--» Transport header:FIN:1 FIR:1 SEQ:0 Outstation Application
80:Internal Indications 1:Packed 0x00:Start 7, Stop 7 I:l
OUTSTATION [18-May-2021 19:01:52.111] : Outstation Emor
--» Transport header:FIN:1 FIR:1 SEQ:0
--» Internal Indications: Need Time I:l
MASTER [18-May-2021 19:01:53.059] : Record Current Time
--» Transport header:FIN:1 FIR:1 SEQ:0
OUTSTATION [18-May-2021 19:01:
-->» Transport header:FIN:1 FIR:1 SEQ:0 W
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Shown at the right edge of this view.

Master Data Link .
0 ] °

Master Application

0 1 °

Master Emor

0 ]°

.

Outstation Data Link

0 ] °

Cutstation Application

0 ] °

Outstation Emor

0 ]| °
Edit Menu

Messages received from a master
Data Link

Application

With errors
Messages received from an outstation

Data Link

Application

With errors

The edit menu for the Communication View allows for:

e Deleting all messages

e C(Clearing message totals shown at the right potion of the view

When communication is inaction, the edit view contains extra entries

Edit

Delete All
Clear message totals
Search

Mext

Save Current Messages

e Search allows entry of a search string for messages shown. Text is case insensitive

e Next finds the next entry

Release 2.3.27

e Save Current Messages Writes contents of the messages view to a CMSG file, the same as if saving was
enabled during communication
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Point Data
Display

The points view shows values for all points from all devices detected during communication. Time stamps for input
points are shown only if reported by the outstation.

In addition to input points, an entry is made for every analog and binary output control action detected. A time
stamp is generated for these output actions indicating the time the control was detected.

CDOAN
File Views Communication  Window Communicat
Edit Point Mames and Value/State Descriptions — =1
Tend i S
ren

rype o Name Value Time Flags ~
Binary Input 0 0 No flag (Online implied)
Binary Input 1 0 No flag (Online implied)
Binary Input 2 0 MNo flag (Online implied)

Points are sorted by DNP3 address (address of the outstation), then by point type, and point index.

Edit Menu
The edit menu supports:
Edit Point Names and Value/State Descriptions
Addition of point name, binary state name, and analog engineering unit information (described in next
section)
Trend
Adding an analog, binary, or double binary points point to the trend view. Counters cannot be trended.

Trend

Selecting the Trend target automatically starts trending on the selected point. The point will be shown in the color
of the trend slot to which is was assigned. No further entry is needed.

Adding Point Names, Binary State Descriptions, and Analog Engineering Units Information
The product supports entry of:

e  Point names for all input point types, and

e  State names for binary and double binary input points, and

e Engineering unit descriptions and conversion information for analog input points

The entry process is started by selecting Edit Point Names and Value/State Descriptions in the edit pull-down list
from the Point Values view. The selection generates the menu shown on the next page.
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Which Point Tabular Columns To Show

Adrs Type Index Name Value Time Flags
® Show O Hide ® show O Hide ® show O Hide @ show O Hide ® show O Hide ® Show O Hide ® Show O Hide
Outstation Pairt Type Index Name Eng Min Eng Max EU Name Off Mame On
1 Binary 0 Binary 1 Trp Close
1 Binary 1 Binary 4 Trip Close
1 Counter 0 Name For Counter 0
1 Courter 1 Name For Counter 1
Add 1 Analog 0 Analog 0 100 200 Mvar
1 Analog 1
Delete Al

Show/Hide

The top targets in the view, identified with Show and Hide options, provide control over which columns to display
in the main Point Values view. Once points names are included, the Point Values windows may be too small to
show data for all columns. To make more space for applicable columns, other columns may be removed from that
view by selecting “Hide”. The may be reenabled by selecting “Show”. As a default, all columns are shown.

Point Field Descriptions
Each entry defines one point and contains up to nine information fields.

Point Identification and Name
Four fields tell the program how to identify a point and the name of that point, and these four are the only
required fields.

e Outstation is the DNP 2-octet address of the outstation device

e Point type is the DNP point type and is either Analog, Binary, Counter, and Double (Binary)

e Index is the DNP point index

e Name is the point name

Analog Specific Information
The next three fields are valid for analog inputs only.
e  EngMin defines a floating-point number specifying the engineering-units value corresponding to a DNP3
value of -32768
e EngMax defines a floating-point number specifying the engineering-units value corresponding to a DNP3
value of 32767
e EUis the engineering units name, such as MVar

An entry made into any of these three fields for a non-analog point will eventually be erased.

Binary and Double Binary Specific Information

The final two fields are used only for binary, 1-bit and 2-bit, points.
e Name Off defines the state name for a binary state of ‘0’ or a double binary state of ‘1’ (i.e., 0-1)
e Name On defines the state name for a binary state of ‘1’ or a double binary state of ‘2’ (i.e., 1-0).

An entry made into any of these two fields for any non-binary type point will eventually be erased.
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Buttons
Changes are made to the table through one or more of the buttons shown at the left of the menu

Finished
Select when done. The exit process may scan for and remove duplicates, and will remove invalid entries, such as
engineering unit information for non-analog points.

Delete
Deletes all selected entries

Delete All
Deletes all entries

Adding and Editing Points
There are two ways to enter new point information:
e Add and Edit can be used to add or modify a single point
e Import can be used to import a list of points from a CSV (comma separated values) file

Any point information entered is used for display in the Point Data view. Point name information is not shown in
the communication scrolling window.
Edit

Add
Used to add a new point, or edit an existing point. Selecting either target generates the following menu.

B Point Mame and State/Value Descriptions

Qutstation | | For Analogs - Eng Units: |I"u'1var |
Index 0 | Units for -32768: 100 |
Point Type Units for 32767 [200 |
® Analog (O Counter
O Binary O Double For Binaries - name when Off | |

Name when on | |

MName |Ana|0g 0 |

Ok Cancel

The name can be any ASCII string. However, ‘<’, >’, and “:" are reserved characters and, if entered, will be
removed.
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Import
Importing point information from a set of comma delimited values is more involved. Selecting Import shows:

Import CSV File of Point Names and State/Value Information

If the outstation address is not in the CSV file, use this value D
Order of fields in CSV File
Field 1 Field 2 Field 3 Field 4 Field 5 Field 6 Field 7 Field 8 Field 9
Outstation v| |F’cmtType v‘ ‘Index v| |Name v‘ | v| | v| | v| ‘ v| | ~
Import FIELD MEANINGS .
Outstation is the DNP3 2-octet outstation address
Cancel

Point Type is the DNP3 pointtype

Analog is assumed for any word beginning with 'a". or the numbers 30 or 32 (DNP3 object groups)

Binary is assumed for any word beginning with 'b". or the numbers 1 or 2 (DNP3 object groups)

Counteris assumed for any word beginning with 'c'. or the numbers 20 through 23 (DNP3 object groups)

- One entry is used for both current and frozen counter values

Double-bitbinary is assumed for any word beginning with 'd', or the numbers 3 or 4 (DNP3 object groups)
Index is the pointindex
Name is the point name
EngMax is valid for analog points and defines the engineering value correspodning to an input value of 32767
EngMin is valid for analog points and defines the engineering value correspodning to an input value of -32768

EU s valid for analogs and defined the engineering units name, such as MW

NameOn is valid for binary and double binary inputs
For binarv. it defines the state name corespondina to a state value of 1 h

The CSV file to be imported can have 3 to 9 fields separated by commas. After import, the program must be able to
assign an outstation address, point type, point index, and point name to each entry. Of these, the last three, point
type, point index, and point name, must be in the CSV file. The first, outstation address, may also be in the file. If
not, the outstation address contained in the entry field at the top of this menu is used.

There are five other fields that are not required, but will be processed if present. The meanings of all are described
in a prior section.

e EngMin, EngMax, and EU are used for analog inputs, and
e NameOff and NameOn are used for binary inputs (1-bit and 2-bit)

Using the pull-down lists for each of the nine fields, enter the field contained in the corresponding position in the
CSV file. If the CSV file has a field that is not used for this application, that field is skipped by selecting the “- - -“in
the pull-down list for that field position.

Field syntax:

e  Blanks are removed before and after all names. Blanks within a name are allowed.

e ‘<>’ and ‘Y’ are reserved characters in all names and will be removed

e EngMin and EngMax are floating point numbers

e The point type is converted to “Analog”, “Binary”, “Counter”, or “Double” according to the following rules
o Analog is any name beginning with A or a, or DNP3 object group numbers 30 or 32
o Binary is any name beginning with B or b, or DNP3 object group numbers 1 or 2
o Counter is any name beginning with C or c, or DNP3 object group numbers from 20 to 23
o Double binary is any name beginning with D or d, or DNP3 object group numbers 3 or 4

Once all columns have been configured, select the Import target to select the CSV file for import.
When the import process completes, the list of points imported is shown along with any errors detected during

import of the CSV file. Any name found in the CSV file with the same outstation address, point type, and point
index as one already existing in the point name list overwrites the previous entry. No error is logged for this.
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Which Point Tabular Columns To Show
Adrs Type Index
® show O Hide ® show O Hide ® show O Hide

Name
@® show O Hide

Value

® show O Hide

Time Flags
® show O Hide ® Show O Hide

~

% Port Type Index Name Eng Min Eng Max EU Name Off Name On
Binary 1 Binary 1
1 Binary 4 Binary 4
1 Binary 7 Binary 7
1 Binary 10 Binary 10
[ A | 1 Binary 13 Binary 13
1 Binary 16 Binary 16
1 Binary 19 Binary 19
1 Binary 2 Binary 22
1 Binary 2% Binary 25
1 Binary 28 Binary 28
1 Binary 3 Binary 31
1 Binary 3 Binary 34
1 Binary 37 Binary 37
1 Binary 40 Binary 40
1 Binary 4 Binary 43
1 Binary 46 Binary 45
< >

Qutstation is not an integer

Bad pointtype

7 |Bad pointtype

4 |Indexis notan integer

InLine 1 <Qutstation,Point Type Index Name,Min,Max EU,NameQ,Name1>

All errors detected in any given CSV file line are shown at the bottom of the menu followed by the line from the
CSV file where the error was detected. A line with any error is discarded. Lines without errors are processed.
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4th 5t MVar Name 4th St MW
Paint Index 2 l:l Point Index 3 (4
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==x=]
Name MWh
Outstation
Point Index 4 l:l

L.

— 1

|

JR— |

F. .J
— N

Smallest ploted value
for this point

=

Al

Largest ploted value
for this point

Duration between first
and last plotted point

The Trend view plots values for up to four points.

Each sample plotted represents the average value detected over

a five-second period. Although value changes are processed as detected, the trend graph is only updated once

every 15 seconds.

Each point is identified by name, outstation address, point index, and point type.

The name is entered by the user for informational purposes only

The Trend supports plotting of analog, binary (single and double inputs), and frozen counter points:

e  Each analog value plotted represents the average over a 5-second period

e Each binary value is a weighted average, giving extra weight to brief momentary changes so that fast
trip/close changes can be viewed. This is shown by a bump in the plot that may not show a complete

transition from ‘0’ to ‘1’. For an example, see the top of the red graph.

e  Frozen counter values represent accumulations. The value plotted is the difference between successive
readings. A new value is calculated when the reported value changes, or on the poll after a freeze is

detected. An initial frozen counter value is not plotted until the second change (or freeze) occurs.
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There are two ways to activate a point in one of the four columns:
1. Enter outstation, point index, and point type on the trend display. Then right-click one of the enterable

fields. An inactive point is shown with at least one of the fields displayed with a gray background. Once
active, all fields are shown with a white background

a5 Trend

Name |4th St MVar
Ouwitstation | 1

Point Index 1 |1

Point Type |,.l.'|,.r.,a|,:I§|

dth 5t MVar
o Activate

2. Right-click on a point in the point values view (as shown previously)

A point’s background in the point view is shown in the color used to plot that point in the trend view. The
background is white for all other (non-trending) points.

Page 32 May 11, 2022



CDOAN-DNP www.cdoancal.com Release 2.3.27

Change Events
Display

This view shows a list of all reported binary, analog, counter, and frozen counter events. Additionally, an “implied”
binary event change is reported when a new state is detected for a 1-bit or 2-bit binary input point within a static
object. That is, a change is detected in a static poll response that was not previously reported as an event.

™ cpoaN

Views Communication  Window REEGT

Delete All

(=[]

[20-Now-2020 .522] ARdrs 1, Binary input event With relative time, Index 1, Valus 1 , Flags Online, Time 0.000 secs
[20-Now-2020 04:42:22.822] Rdrs 1, Binary input event With relative time, Index 4, Valus 1 , Flags Online, Time 5.189 secs
[20-Now-2020 04:42:22.322] Rdrs 1, Binary input event With relatiwve time, Index 1, Valus 0 , Flags Online, Time 6.037 secs
[20-Now-2020 04:43:22.822] Rdrs 1, Binary input event With relatiwve time, Index 1, Valus 1 , Flags Online, Time 9.033 secs
[20-Now-2020 04:42:22.322] Rdrs 1, Binary input event With relatiwve time, Index 1, Valus 0 , Flags Online, Time 12.037 secs
[20-Now-2020 04:42:22.822] Rdrs 1, Binary input event With relatiwve time, Index 1, Valus 1 , Flags Online, Time 15.038 secs
[20-Now-2020 04:42:22.322] Rdrs 1, Binary input event With relatiwve time, Index 1, Valus 0 , Flags Online, Time 15.031 secs
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